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PRIVACY POLICY 

1. PREAMBLE 

 

1.1. The MoonVision GmbH (“we” or “us” or “our”) respects the privacy of our 

customers as users (“user” or “you”). This Privacy Policy explains how we 

collect, use, disclose, and safeguard your information when you visit and use 

our platform app.moonvision.io including any other media form, media channel, 

mobile platform, or mobile application related or connected thereto 

(collectively, the “platform”).  

 

1.2. We reserve the right to make changes to this Privacy Policy at any time and for 

any reason. We will alert you about any changes by updating the “revised” date 

of this Privacy Policy. Any changes or modifications will be effective immediately 

upon posting the updated Privacy Policy on the platform, and you waive the 

right to receive specific notice of each such change or modification. You are 

encouraged to periodically review this Privacy Policy to stay informed of 

updates. You will be deemed to have been made aware of, will be subject to, 

and will be deemed to have accepted the changes in any revised Privacy Policy 

by your continued use of the Platform after the date such revised Privacy Policy 

is posted. WE DO NOT USE TRACKING TOOLS.  

 

2. COLLECTION OF YOUR INFORMATION 

 

2.1. We may collect information about you in a variety of ways. The information we 

may collect on the Platform includes: 

 

2.2. Personal Data: Personally identifiable information, especially in the user 

account, such as your name, and email address, and any data, that you 

voluntarily give to us when you register with the platform or when you choose 

to participate in various activities related to the platform, such as online chat 

and message boards, if available. 

 

2.3. Derivative Data: Information our servers automatically collect when you access 

the platform, such as your IP address, your browser type, your operating 

system, your access times, and the pages you have viewed directly before and 

after accessing the platform. 

 

3. USE OF YOUR INFORMATION 

 

3.1. Having accurate information about you permits us to provide you with a 

smooth, efficient, and customized experience. Specifically, we may use 

information collected about you via the platform to (i) compile anonymous data 

and analysis for use internally or with third parties, (ii) create and manage your 

account, (iii) deliver information regarding our platform and mobile application 

to you, (iv) Email you regarding your account, (v) increase the efficiency and 

operation of the platform, (vi) notify you of updates to the platform, (vii) 

perform other business activities as needed, (viii) request feedback and contact 

you about your use of the platform. 
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4. DISCLOSURE OF YOUR INFORMATION 

 

4.1. We may share information we have collected about you in certain situations. 

Your information may be disclosed because of laws or to protect rights, third-

party service providers, online postings, sale or bankruptcy (if we reorganize or 

sell all or a portion of our assets, undergo a merger, or are acquired by another 

entity, we may transfer your information to the successor entity. If we go out 

of business or enter bankruptcy, your information would be an asset transferred 

or acquired by a third party. You acknowledge that such transfers may occur 

and that the transferee may decline honor commitments we made in this 

Privacy Policy.). 

 

4.2. We are not responsible for the actions of third parties with whom you share 

personal or sensitive data, and we have no authority to manage or control third-

party solicitations. If you no longer wish to receive correspondence, emails or 

other communications from third parties, you are responsible for contacting the 

third party directly. 

 

5. TRACKING TECHNOLOGIES 

 

5.1. If we may use cookies, web beacons, tracking pixels, and other tracking 

technologies on the platform to help customize the platform and improve your 

experience. When you access the platform, your personal information is NOT 

COLLECTED THROUGH THE USE OF TRACKING TECHNOLOGY. Most browsers 

are set to accept cookies by default. You can remove or reject cookies, but be 

aware that such action could affect the availability and functionality of the 

platform. You may not decline web beacons. However, they can be rendered 

ineffective by declining all cookies or by modifying your web browser's settings 

to notify you each time a cookie is tendered, permitting you to accept or decline 

cookies on an individual basis. 

 

5.2. We may also partner with selected third-party vendors, such as Google 

Analytics, to allow tracking technologies and remarketing services on the 

platform through the use of first party cookies and third-party cookies, to, 

among other things, analyze and track users’ use of the platform, determine 

the popularity of certain content and better understand online activity. By 

accessing the platform, you consent to the collection and use of your 

information by these third-party vendors. You are encouraged to review their 

privacy policy and contact them directly for responses to your questions. We do 

not transfer personal information to these third-party vendors. However, if you 

do not want any information to be collected and used by tracking technologies, 

you can visit the third-party vendor or Network Advertising Initiative Opt-Out 

Tool or Digital Advertising Alliance Opt-Out Tool. 

 

6. THIRD-PARTY WEBPLATFORMS 

 

The platform may contain links to third-party websites and applications of 

interest, and external services, that are not affiliated with us. Once you have 

used these links to leave the platform, any information you provide to these 

third parties is not covered by this Privacy Policy, and we cannot guarantee the 
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safety and privacy of your information. Before visiting and providing any 

information to any third-party websites, you should inform yourself of the 

privacy policies and practices (if any) of the third party responsible for that 

website, and should take those steps necessary to, in your discretion, protect 

the privacy of your information. We are not responsible for the content or 

privacy and security practices and policies of any third parties, including other 

platforms, services or applications that may be linked to or from the Platform. 

 

7. SECURITY OF YOUR INFORMATION 

 

We use administrative, technical, and physical security measures to help 

protect your personal information. While we have taken reasonable steps to 

secure the personal information you provide to us, please be aware that despite 

our efforts, no security measures are perfect or impenetrable, and no method 

of data transmission can be guaranteed against any interception or other type 

of misuse. Any information disclosed online is vulnerable to interception and 

misuse by unauthorized parties. Therefore, we cannot guarantee complete 

security if you provide personal information. We are not liable for any data loss. 

 

8. POLICY FOR CHILDREN 

 

We do not knowingly solicit information from or market to children under the 

age of 14. If you become aware of any data we have collected from children 

under age 14, please contact us using the contact information provided below. 

 

9. SOCIAL MEDIA PLUGIN 

 

[•] 

 

10. OPTIONS REGARDING YOUR INFORMATION 

 

You may at any time review or change the information in your user account or 

terminate your account by contacting us using the contact information 

provided. Upon your request to terminate your account, we will deactivate or 

delete your account and data from our active databases. However, some 

information and data may be retained in our files to prevent fraud, troubleshoot 

problems, assist with any investigations, enforce our TC and/or comply with 

legal requirements. Uploaded data we may use for own commercial or private 

purposes. Reference is made to our TC. 

 

11. LEGAL BASES OF PROCESSING 

 

11.1. Insofar as you have given us your consent for the processing of your personal 

data, that consent is the legal basis for the processing (Art. 6 para. 1 letter a 

GDPR). 

 

11.2. For the processing of personal data for the purposes of initiating or fulfilling a 

contract with you (user account and using our platform), Art. 6 para. 1 letter b 

and d GDPR is the legal basis. 
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11.3. Insofar as the processing of your personal data is necessary for the fulfilment 

of our legal obligations (e.g. for the retention of data), we are authorized to do 

so pursuant to Art. 6 para. 1 letter c GDPR. 

 

11.4. In addition, we process personal data for the purposes of safeguarding our 

legitimate interests and the legitimate interests of third parties pursuant to Art. 

6 para. 1 letter f GDPR. Maintaining the functionality of our IT systems, our own 

products and services as well as documenting business contacts as required by 

law are such legitimate interests. 

 

12. DELETION OF YOUR PERSONAL DATA 

 

Your IP address and the name of your internet service provider, which we only 

store for security reasons, will be stored for the time of our contractual 

relationship. Otherwise, we delete your personal data as soon as the purpose 

for which we have collected and processed the data ceases to apply. Beyond 

this point in time, data is only stored if this is required by the laws, regulations 

or other legal provisions of the European Union or of a member state of the 

European Union to which we are subject. User account data will be stored for 7 

years.  

 

13. RIGHTS OF THE DATA SUBJECT 

 

13.1. As a data subject, you have the right of access (Art. 15 GDPR), right to 

rectification (Art. 16 GDPR), right to erasure (Art. 17 GDPR), right to restriction 

of processing (Art. 18 GDPR) and right to data portability (Art. 20 GDPR). 

 

13.2. If you have consented to the processing of your personal data by us, you have 

the right to revoke your consent at any time. The legality of processing your 

personal data before revocation remains unaffected. We may further process 

such data pursuant to another applicable legal basis, e.g. for the fulfilment of 

our legal obligations (cf. section "Legal bases of processing"). 

 

13.3. You have the right to object at any time to the processing of your personal data 

pursuant to Art. 6 para. 1 letter e GDPR (data processing in the public interest) 

or Art. 6 para. 1 letter f GDPR (data processing on the basis of a balance of 

interests) on grounds relating to your particular situation. If you object, we will 

only process your personal data if we can prove compelling legitimate reasons 

that outweigh your interests, rights and freedoms, or for the establishment, 

exercise or defence of legal claims. 

 

13.4. If you believe that the processing of your personal data violates legal 

requirements, you have the right to lodge a complaint with a competent data 

protection supervisory authority, which is the Austrian Data Protection 

Authority (Datenschutzbehörde) (Art. 77 GDPR). 

 

14. CONTACT US 

 

If you have questions or comments about this Privacy Policy, please contact us 

at: office@moonvision.io 


